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A REVIEW OF ANTI-VIRUS TECHNOLOGY

A computer virus is software intentionally written to copy itself without the computer owner’s permission and then perform some other action on any system where it resides. Over the past two decades, computer viruses have become a major issue, evolving from an academic curiosity to a persistent worldwide problem. Nowadays, viruses are being written for almost every computing platform. They have become a costly threat to the security of computer systems worldwide. This paper describes viruses in the following sections: scope of the problem, virus control in context, the life cycle of a virus, and virus control measures effective at each stage of the life cycle.
Scope of the Problem

Computer viruses have caught the imagination of the computing public. Although current estimates indicate that computer viruses account for a small fraction of data loss in the U.S.A. each year, this seems to be largely a result of the low motivation and organization of virus developers compared to that of anti-virus developers; that is, it appears that no well funded, well educated, and highly motivated group of cooperating virus developers has tried to do significant damage to the planet’s information infrastructure yet. So far, virus developers have been more playing war games than actually waging war. It thus behooves the computer industry to treat these relatively minor incursions as the full-blown threats they will certainly become if appropriate protections against them are not developed. And of course we all want protection from the often irritating and occasionally disastrous effects of present viruses.

There are thousands of viruses. Present estimates are that three to four new viruses appear every day on average, and there is no sign of decrease (Trend Micro, 2003). It has thus become an enormous task to keep anti-virus measures current. Predictably, the more popular operating systems attract more virus development; thus, most viruses written today target Microsoft Windows. Viruses also target Linux and other variations of UNIX such as Sun’s Solaris and Apple’s OS X.

Computer viruses have become a common problem for anyone accessing the Internet. ICSA Labs published figures “as part of the annual virus prevalence survey that showed, last year, 105 machines out of every 1,000 had an encounter with a virus every month.” In 2001 the figure was 103 encounters per 1,000 machines per month, a huge increase from 1996 when the figure was 32 encounters per 1,000 machines per month. Current estimates recognize as many as 8,500 distinct viruses, many with several sub-types apiece. The rate of growth is estimated at 100 to 200 new viruses every month (Trend Micro, 2003).

“The cost of fixing the damage after a virus outbreak rose to an average of $81,000 per organization in 2002 from $ 69,000 in 2001. On average, companies were taking 23 days to recover from outbreaks. In 2001 the figure was 20 days” (Trend Micro, 2003). The reason the recovery time has increased is because computer networks have become both larger and more numerous, so eradicating viruses from a typical system takes longer.

The purpose of this paper is to present information on defeating viruses; other papers discuss the nature of viruses, and space does not allow that information to be repeated here except to say that this paper uses the following four-trait scheme to categorize viruses:

	I. Method of Storage

A. Trojan Horse Viruses

B. File Viruses

C. Worms

II. Method of Startup

A. Boot Viruses

B. Macro Viruses

C. Command Viruses

III. Method of Replication

A. Disk Viruses

B. Email Viruses

C. Network Viruses

1. Black Widow Web Sites
	2. FTP & Telnet Sites

3. Peer-to-Peer Networks

IV. Payload Types

A. Single-Sub-System Effects

1. CPU and RAM Use

2. Video Display Use

B. Whole Computer Effects

1. Spontaneous Reboot

2. File Erasure

C. Multi-system payloads

1. Back Doors

2. Spyware

3. Zombie Software



Virus Control as Part of a Comprehensive Security Strategy

Protecting a computer system is a multi-faceted effort of which anti-virus measures are only one part. A computer that contains anti-virus software is not protected from harm. James Courtney of the University of Texas at Austin finds that about two thirds of U.S. data loss each year is the direct result of human error; the remaining third results about equally from natural disasters (e.g., fire, flood, earthquake, etc.) and human malice (of which viruses are one example). Courtney estimates that less than 5% of U.S. data loss each year is directly attributable to computer viruses. Thus, protecting a computer system involves personnel, manual procedures, physical facilities, and technical measures. As context for the anti-virus measures described in the rest of this paper, these four areas of security measures are very briefly described next.
Personnel Security Measures

Personnel security measures are paramount: if a system’s developers, users, technicians, and managers are not a) competent and b) honest, no other security measures will protect the system from compromise. The first line of system security is hiring people who will freely choose not to circumvent system security. After that, personnel must be trained to interact with the system and with each other correctly. They must be compensated appropriately to eliminate resentment against system owners, and they must be empowered to do their best work.

Personnel must also be organized to promote secure information use. This would generally include a security steering committee and personnel specifically charged with maintaining system security, as well as the definition of security policies (described next).
Procedural Security Measures

Once personnel are hired and appropriately supported, manual procedures (i.e., those performed by humans) for maintaining a secure system are crucial. All of the human interactions with a computer system are possible points of compromise; thus, their correct performance should be defined and communicated to all appropriate personnel, and they should be enforced with appropriate management. Policies and procedures are for humans what software is for computers: they are instructions for appropriate operation of the system.

Information security policies are generally needed in each of the following categories: data input, system access and processing, and information output and reporting. Here are a few examples of procedural security policies for an information system: a password policy, a backup policy, a policy on who can access what information, a policy for location and timing of remote connections, a policy for who can install software and what software can be installed, and a policy for auditing computers and computer personnel to enforce the other policies. These are just a few of the many procedural security policies needed to protect an information system.
Physical Security Measures

Place computer system components in physically safe places. Keep storage media, printouts, and other input and output in similarly protected places. Lock doors, close cabinets, filter and cool air, condition electrical power, etc. Set up network links so they can be physically inspected for inappropriate access. Manage garbage (e.g., shred old printouts) in such a way that it cannot be taken or examined inappropriately.
Technical Security Measures

Only with personnel, procedural, and physical security measures in place do technical security measures become viable. In an otherwise secure context, technical measures such as the following become worthwhile: Choose robust operating and database management systems. Install, update, and configure them properly. Design custom software with input validation and transaction processing routines. Implement call-back routines for remote connections. Install system utilities such as anti-virus software, bandwidth shapers, and firewalls (more on this in the remainder of this paper). This and a host of other things within the computer itself are necessary but only effective when the other three types of system security have been addressed.
Virus Life Cycle

Another important context in which to understand anti-virus techniques is the life cycle of a computer virus. This is because different techniques are effective at different phases of the life cycle. The life of a computer virus has been defined in six phases: creation, replication, activation, discovery, assimilation, and eradication (TrendMicro, 2003). Each is described next.
Creation

Creating a virus means writing the software itself. Until few years ago, creating viruses required extensive low-level programming skill and deep knowledge of the target system. However, since around 1998, virus creation utilities have been available on the Web for download. These virus creation kits enable people with little or no programming knowledge to create a virus. Relatively unknowledgeable people who create viruses with such utilities are derisively known as “script kiddies” by more sophisticated virus developers. It is important to understand, however, that a computer virus created with a virus creation kit takes advantage of the intellect of the kit’s creator. Thus, even if the person operating the kit knows little about computers, the resulting virus can be very dangerous.
Replication

Viruses are designed to self-replicate, but to do so they must be released into the wild—initially copied onto a system from which they can spread. This deliberate act is the beginning of the replication phase of a virus’s life. Replication generally follows a logarithmic curve: initially the virus spreads relatively slowly, but as more and more copies are created and in turn begin creating copies themselves, the rate of increase rises dramatically. While viruses in their replication phase are sometimes detected on unprotected systems, they most often are not. This is because the extra CPU, network, and/or disk activity of copying a virus is hardly ever noticeable amid all the other tasks occurring in a system. If not for intervening factors described below, this process would continue until every target machine was infected.
Activation

At some point in a virus’s replication, copies begin doing their dirty work, erasing files, deluging target computers with useless email, or whatever other havoc they’re programmed to wreak. This is the activation phase. Activation is usually programmed to lag initial replication by some time since activation is generally when the virus is discovered.
Discovery

The discovery phase usually follows close on the heels of activation. This is where victim users begin notifying system managers and other responsible parties of anomalous behavior in their systems (e.g., crashes, reboots, missing files, unwanted network activity, inoperability). Early reports may not identify a virus as the cause, but as reports arrive a pattern of havoc emerges that implicate a virus. Once this happens, the reports generally filter fairly quickly (within hours or days) to anti-virus professionals who set to work isolating the virus by analyzing infected systems, files, etc. As noted at the beginning of this article, the International Computer Security Association in Washington, D.C., is one organization that documents and distributes these reports to anti-virus developers. In some cases, discovery occurs early in the replication phase, a year or more before the virus becomes a threat to the computing community at large. However, discovery often occurs after activation; these are the cases that make the evening news.
Assimilation

Assimilation is the phase of a virus’s life cycle where anti-virus professionals develop and make available to the computing public effective countermeasures to detect and neutralize a virus. In good cases this can happen within a day or two of discovery; at least a partial solution is often available this quickly. In a few bad cases developing an effective countermeasure has taken months. In the ideal case, assimilation and eradication (see the next paragraph) occur quickly enough that relatively few computers are infected at all.
Eradication

Eradication is the last phase of the life cycle. In this phase computer users adopt the newly available countermeasure and protect their systems. Protected systems that are already infected are cleaned, and uninfected systems are made immune to the virus. This reverses the spread of the virus, and it dies out (except for “zoo” copies).

It is worth noting that we know of no virus that is self-eradicating. That is, if deliberate steps are not taken to eradicate a virus, it goes on spreading and damaging systems indefinitely. A particularly frustrating manifestation of this is when a hapless user repeatedly infects a system after it has been cleaned, spreading a virus over and over again to fellow users. Unfortunately, such unlucky or lackadaisical treatment of viruses is not uncommon, and so it is generally accepted that no computer virus ever released into the wild has yet been completely eradicated. For this reason (among all the others cited in this paper) anti-virus measures have become a de-facto requirement for all computer systems.
Countermeasures for Each Step of the Virus Life Cycle

Viruses can be countered with a variety of measures, each effective at a different phase of the life cycle. In this paper, we group countermeasures into three groups: those effective during the creation phase, those effective during replication and activation, and those effective during discovery, assimilation, and eradication.
Creation Countermeasures

Bearing in mind that creation is the initial virus development, countermeasures effective in this phase target developers rather than the viruses themselves. In general, then, two countermeasures are effective deterrents to virus creation: education and legislation.

Education. Both potential virus victims and potential virus developers require education. Potential victims must be educated in how to protect their systems and how to recognize a virus infection. Potential developers must be educated in the reasons for ethical computing. The education channels where virus developers learn their skills are the same as those of virus victims: schools, Internet-based resources, books, other practitioners (be they virus developers or more ordinary system developers), etc.

potential victims. Any system user is a potential virus victim, so papers such as this one are important for all system users to study. An aspect of potential victim education not treated elsewhere in this paper is how to tell a virus from a virus hoax or some more mundane computer malfunction; thus, a word on that topic is appropriate here.

From least common to most common, computer malfunctions generally result from failure of the hardware, operating system, application software, and/or user. Viruses affect the operating system or application software, but many other things can cause problems as well, most common among them being user error. Thus, system users are well served not to immediately suspect a virus as soon as something goes wrong. Instead, they should consult system documentation, technical support personnel, and other education resources to discover and correct the malfunction.

Some people who want to do mischief without creating a virus create a virus hoax. A virus hoax is something that purports to be a virus but is actually harmless. One example of a virus hoax is computer programs that display threatening messages but cannot carry out the threat (e.g., “Reboot your system now! You are about to lose all your data!”). Another example is email messages that contain supposed virus information (e.g., “Search your system for CTFMON.EXE and delete it! It is a virus!”) about files that are either nonexistent or legitimate (i.e., CTFMON.EXE is part of Microsoft Office on a Windows PC and should not be deleted).

To detect a hoax, be suspicious of all grandiose claims (such as the above) or claims that do not seem logical or possible (e.g., “You may have a virus that sends Bill Gates email on all your systems usage!”). Use a virus hoax web site to look up anything suspicious: one reputable resource is the Hoaxbusters site of the U.S. Department of Energy’s Computer Incident Advisory Capability (CIAC); its URL is http://hoaxbusters.ciac.org/HoaxBustersHome.html.

Another useful tool in detecting hoaxes is an Internet search portal such as Google (http://www.Google.com). Entering a message or file name into Google’s search text box will generate a list of information sources about the entry (e.g., entering CTFMON.EXE yields a link to a Microsoft web page describing the purpose of that file).


potential developers. Virus developers are not the oft-romanticized “lone cowboys” of the Internet without ties to family, friends, or co-workers. They are people who live in communities and are susceptible to influence. Most virus developers who have been identified are young, intelligent, relatively prosperous, technically well educated white males.

A sad fact about most providers of education to potential developers is that they have grown to pride themselves on being value-neutral; that is, presentations of computer capabilities almost never contain information on how to determine ethical uses of those capabilities or information on why they should be used ethically.

Virus developers are therefore left free to rationalize their behavior, which they often do. Virus developers typically minimize their responsibility for harm by blaming their victims for being vulnerable to attack, saying that the victims deserved what they got because they let down their guard. Thus, a first anti-virus measure with great potential is the education of virus developers. Their education channels must be flooded with information about the ill effects of computer viruses on society, on systems, and on the virus developers themselves.

System users should view education of virus developers as a countermeasure they can personally implement to protect themselves, and they can contribute to the education of virus developers at both the organizational and individual levels:
· Computer-using organizations of all kinds from schools to businesses must develop, publicize, and adhere to policies of ethical computing.
· Computer-using organizations of all kinds must disclose the frequency, nature, and extent of damage inflicted by virus attacks (as well as any other computer security breaches). Doing this will put the lie to virus developers’ rationalizations that their behavior does no real harm, is just a prank, or is the victim’s fault. It will also improve the capacity of anti-virus professionals to track and control viruses.
· People who associate with virus developers must express strong opinions in favor of ethical computing. Given that virus developers live in normal contact with the rest of us, each of us is a potential associate, and each of us therefore needs to do this.

These practices may seem self-evident, but the history of computer security is almost entirely at odds with them. As noted above, openly expressing value judgments runs counter to the information technology culture. In addition to that, many organizations hurt by security breaches have traditionally chosen to hide the nature and extent of the damage for fear of a) losing credibility with constituents and b) disclosing their weaknesses to other potential predators. Such efforts to hide rather than repair system weaknesses have extended even to paying off hackers or, incredibly, to hiring them into the very organizations they hurt. Clearly, such appeasement has not made the computing world safer and must be replaced with education (and the other measures discussed in this paper).

Legislation. For virus developers who are not persuaded by education alone, there must be more direct incentives to behave. In contemporary civilization this means legislation and the accompanying threat of prosecution and punishment. In the USA, federal and state laws protecting computer users have been created by Congress and state legislatures and enforced by various agencies. Space does not permit a comprehensive treatment of all computer-virus-related laws, but relevant highlights of Title 18 of the United States Code
 are here summarized as examples of legislation that exists today. Title 18, Part 1, Paper 47, makes it illegal to

· knowingly access a computer without authorization or to exceed authorized access, or to
· knowingly cause the transmission of  a program, information, code, or command to a computer or computer system without authorization from its owners with intent to

· damage it,

· deny service to or use of it, or

· traffic in any password or similar information through which it may be accessed without authorization.
This brief summary makes it clear that releasing a virus into the wild is a criminal offense. Title 18, Part 2, Paper 227, provides the following penalties for these criminal activities, depending on circumstances and severity:

· forced restitution to victims

· imprisonment up to 20 years

· forfeiture of the right bear arms

· fines up to $100,000 per offense
· forfeiture of the right to use a computer

· forfeiture of the right to vote in a government election
· forfeiture of the right to relocate one’s residence without prior government approval
This chilling list must certainly constitute a significant deterrent for all who understand it.
Replication and Activation Countermeasures

Most anti-virus measures developed to date become effective in the replication and activation phases of the virus life cycle (replication being when the virus spreads and activation being when the virus delivers its payload). To make this rather long list of anti-virus measures more accessible, they are presented here in five categories arranged roughly in the order they should be applied:
1. Choosing a less vulnerable system,

2. Patching and Updating the system,

3. Configuring the system for minimum vulnerability,

4. Protecting the system from attack,

5. Maintaining the system in the face of changing circumstances, and

6. Behaving safely when using the system.

Choose a Less Vulnerable System. Viruses that spread widely are written for popular systems. Thus, a first protection against them is to use a less targeted system. Operating systems, applications, and Internet service providers (ISPs) are three areas of such choice.

operating systems. Generally speaking, the more popular the operating system, the more viruses will have been written for it. Thus, Windows, Linux, and Mac OS (in that order) are the most popular targets for viruses. Choosing a different operating system (e.g., Novell, Amiga OS, BeOS, BSD, VMS, MCP, OS/390, etc.) will decrease exposure. Of course, there’s a tradeoff: less popular operating systems are less popular for some reason, and so users may find themselves lacking functionality, compatibility, or support. Still, if a less popular but still suitable operating system can be found, it will decrease the risk of virus activation.

application software. As with operating systems, the more popular the application, the more viruses will be written for it. Thus, Microsoft Office (with its VBA macro language) is the most popular target of macro viruses, and Microsoft Outlook is the most popular target of email-based viruses. Using (for example) Corel’s WordPerfect or Sun’s Star Office will effectively nullify Word macro viruses, and using Netscape email or Eudora email will inactivate Outlook viruses. Again, using less popular application software may result in lost functionality, compatibility, or support, so this may not be feasible. Still it is an effective anti-virus measure.
Internet Service Providers (ISPs). Contrary to the above two recommendations to use less popular software, using a more popular ISP generally results in better protection from viruses. The larger ISPs, having more resources to combat viruses and more to lose from a virus outbreak among their users, have been more aggressive in protecting their users from viruses. Thus, AOL and MSN are probably the safest ISPs; smaller but still robust ISPs such as Juno, Earthlink, NetZero, and others are also good choices. Some ISPs that can serve whole organizations are the major telecomm service providers such as AT&T, SBC, and Qwest.
Connected with the choice of ISP is the type of IP address an Internet user is assigned. For purposes of virus protection, a so-called “non-routable” IP address is preferred. This decreases functionality to some extent (e.g., a system with a non-routable IP address cannot host a web site) but is still acceptable to most users and makes them invisible to many viruses.

Also related to choice of ISP is the type of Internet connection. For purposes of virus protection, so-called “dial-up” connections are preferred. A dial-up connection uses a modem and telephone line to connect to the Internet; it is active during Internet use and is disconnected when Internet use is finished. Because they are not “always-on,” dial-up connections reduce the risk of contracting a network-based virus. As with the other choices described here, dial-up connections have performance disadvantages (notably slow data transmission); nevertheless, they are superior to broadband, always-on connections for virus protection.


Patch/Update the System. Every major operating system and application vendor periodically releases maintenance updates and new versions of its software. System users should be certain to check these releases for so-called “critical updates” or “security patches” that the vendor has determined must be installed to keep the system safe (or to make it safe). Without fail, every critical update or security patch should be installed on every system running the applicable software. Generally speaking patches and updates are available through the vendor’s web site (e.g. http://windowsupdate.microsoft.com for Microsoft Windows, http://office.microsoft.com/OfficeUpdate/ for Microsoft Office). Users with entirely unpatched systems (such as those who have just installed an operating system from an older CD-ROM) should be aware that connecting to the Internet to download these patches is very risky because the system can contract a virus even if it is online for only a few minutes.
 In such cases it is preferable to have the vendor mail a CD-ROM containing the patches and install them that way. At minimum, the following should be checked for available updates on the schedule indicated:
· the operating system
monthly
· any application software containing a macro or scripting language
monthly
· firewall software (more on this below)
monthly or weekly
· anti-virus software (more on this below)
weekly or daily

Most vendors of the above software types provide auto-update utilities that can be configured to check and install critical updates automatically on a schedule specified by the user. While some security professionals believe this leads to a mindless complacency and ignorance of the system’s actual condition, auto-update may be appropriate for naïve or forgetful users.

Configure the System to Reduce Vulnerability. Once a system is chosen, it must be configured. All operating systems, software applications, and ISPs have settings that can be changed by their users. These settings come with default values that may or may not provide virus protection. These should be inspected and set appropriately. Next are a number of settings available in the Windows operating system that will serve as examples of settings to configure, no matter what type of system is being used.

display complete file names. A trick some virus developers use to hide an executable virus file is to make it appear to be a non-executable data file. This is done by making the file name appear to end in something other than exe, com, bat, pif, html, vbx, msi, etc. Files that don’t have one of these endings will not run in Windows, but many Windows users consider these file name endings irrelevant or confusing, so Windows does not display them unless told to do so. This makes it possible for a virus developer to create an executable file that looks non-executable (e.g. PRETTYGIRL.JPG.EXE would display as PRETTYGIRL.JPG, thus appearing to be a picture rather than a program). To stop this, users should set Windows to display complete file names; they should also learn what the common file endings mean (e.g., doc ends Word files, bmp ends bitmap files, etc.) so they will not be fooled. 

disable unneeded system services. Windows contains a large number of services that may or may not be needed. For instance, Windows comes with the capability to run FTP, Telnet, and Web sites. Leaving these services turned on invites system access through them. Thus, unneeded system services should be turned off.

set security policies. Windows has a large number of security settings, called policies. One example is choosing whether to share one computer’s printer or disk drive with all users of a network. Another example is choosing whether to require a password to use the computer. There are many more. Users should familiarize themselves with these policies and set them appropriately. Of course, from a virus protection perspective, all these policies should be set as conservatively as possible.

disable automatic script execution. Similar to operating system services are settings that enable or disable various functions in application software. Of note here are macro execution settings in applications such as Word, attachment opening settings in applications such as Outlook, and code execution settings in applications such as Internet Explorer. For instance, one Word setting allows automatic execution of macros in open documents, which is dangerous. An Outlook setting allows automatic opening of attachments, even if they contain executable code. Similarly, Internet Explorer can be set to allow web sites to automatically download and run code without user approval or even knowledge. These settings come turned off, but they can be turned on so it is useful to check them and make sure they are off.


disable automatic global template changes. Many macro viruses that target Microsoft Office are programmed to copy themselves into the “global template” before closing, which means they remain on the system even if the file they came in is deleted. Thus, it is advisable to set up Microsoft Word to prompt before making changes to the global temple file (NORMAL.DOT). While this will not stop all macro viruses, it will stop some. If any global template has been affected by a virus, it can be deleted (after closing the related application); the relevant application will recreate a default template (unfortunately lacking customization stored in the prior template but fortunately also lacking the virus modifications) the next time it runs.

Protect the System from Attack. Once the system is chosen and configured to balance virus protection with functionality, compatibility and support, it then becomes apparent that a degree of vulnerability will still exist. Thus, it is important to install components to actively protect the system from virus replication and activation. The following active protection mechanisms are explained here: firewalls, anti-virus software, and content filtering.

firewalls. A firewall is hardware or software that checks data communication ports and transmissions against an “approved” and/or “disapproved” list; items on the approved list are passed to and from the protected system, and items on the disapproved list are not. Hardware firewalls are whole computers dedicated to checking large volumes of data transmissions at very high speeds; they are generally placed on the border of a private network where it connects to the outside world (i.e., the Internet) and are managed by specialized personnel. Software firewalls are programs installed on an individual computer to monitor the transmissions to and from that computer only. Firewalls are an essential countermeasure against viruses that spread via data communication networks. Note, however, that they are not foolproof since they must be configured, which means that they are only effective against known threats. Novel attacks will not be blocked by a firewall (unless the new threat happens to behave like one that is already blocked). Windows XP (but not earlier versions) comes with a firewall that can be turned on; although this is certainly much better than nothing, some experts recommend installing firewall software from a non-Microsoft vendor since the Microsoft firewall is known to pass data to and from Microsoft without the PC user’s permission. Two popular third-party software firewalls for Windows PCs are ZoneAlarmTM (http://www.zonelabs.com) and Network ICE’s BlackICE DefenderTM (http://www.networkice.com). Zone Labs provides a version of ZoneAlarm free to private individuals and non-profit corporations; their ZoneAlarm ProTM is available for a modest price. Symantec, McAfee, and most other anti-virus vendors also offer personal firewall software as a part of their package.

anti-virus scanning software. The most visible response to the growth of the computer virus threat is anti-virus scanning software. Anti-virus software loads with the operating system (either on network servers or on individual workstations) and continually works in the background to scan all input to the computer for signs of viruses. If it detects such signs, it informs the user and proposes alternative responses (some of which are to eliminate the virus and some of which are to stop the delivery of the virus payload). Generally speaking, anti-virus software uses the methods, detects the signs, and offers the responses indicated in the table below (explanations of the terms in the table follow):

	Detection Methods
	Virus Signs (and Locations)
	Possible Responses

	· Scan for virus signaturea,b  stored in a virus definition filec
	· Known-virus codej in RAMk, disk filel, or data transmissionm
	· Clean infectionr
· Delete files
· Quarantine filet 

· Leave file as isu
· Halt systemv

	· Monitor file systemd,e
· Do a checksumf or CRCg
	· Changen to a normally stable disk fileo
	· Leave file as is 

· Roll back changew
· Halt system
· Boot from rescue diskx

	· Scan for “signature-like” bit stringsh per a virus definition file
	· Unknown-virus codep in RAM, disk file, or data transmission
	· Leave file as is
· Quarantine file 

· Delete file

	· Apply monitoring heuristicsi
	· Other virus-like system behaviorq
	· Stop applicationy
· Stop servicez
· Close portaa
· Halt system

	Detection Methods
aA virus signature is a short piece of known-virus code that is unique to the virus and hence can be used as a positive identifier. Note that virus signatures are not executable and pose no threat to a system.

bScanning is when anti-virus software (often called the anti-virus “engine”) quickly inspects file after file for virus signatures. Typically, every file on a system is scanned when anti-virus software is first installed, and then the user configures it to scan at regular intervals (typically monthly) thereafter; new files (in RAM, on a disk, or in a data transmission) are scanned as they are received. An anti-virus engine should be regularly updated, but a new version is usually released only every year or two.

cA virus definition file is a file that contains hundreds or thousands of virus signatures. It is installed with and used by the anti-virus engine to recognize viruses during a system scan. When people are encouraged to update their anti-virus software, this usually means to install a current copy of the virus definition file (one that contains the signatures of even the most recently discovered viruses). Generally this can be easily, even automatically, accomplished with a command from within the anti-virus software that downloads a new virus definition file from the vendor’s Web site.

dA file system is the part of the operating system that keeps track of file names, file locations, and the most recent date and time files were modified.

eMonitoring a file system means watching for file changes that can be detected in the file system without inspecting actual file contents. The main virus signs detectable in the file system are changed file size (i.e., a larger or smaller location), new file creation, or file deletion. Anti-virus software generally does this by copying the file system’s data on essential files to a safe place (i.e., another file) and then comparing subsequent changes to the file system data to the data in the copy to see if any of the essential files have changed.

fA Checksum is a mathematical formula that calculates a number from a certain combination of bits in a file. The idea is that if the file changes, the result of the checksum will change. Calculating a new checksum is thus a quick method of determining whether a file has been changed since the last checksum was calculated. Checksums take into account relatively few bits of a file, however, so they are not as reliable as cyclic redundancy checks (see below) for determining if a file has changed.

gCRC stands for Cyclic Redundancy Check. Like a checksum, a CRC is a mathematical formula that calculates a number from a certain combination of bits in a file and is used to tell if the contents of a file have changed. A CRC calculation, however, takes into account far more bits in a file than does a checksum and so is far more reliable.
hA Signature-like bit string in a file is a group of bits that is similar but not identical to a virus signature stored in a virus definition file. Signature-like bit strings can indicate the presence of an as-yet undiscovered variant of a known virus because virus writers can sometimes change the signature area in a virus without compromising its functionality and thereby make it invisible to a regular virus scan. Unfortunately, legitimate files can also contain signature-like bit strings, so such strings are not entirely reliable virus identifiers. For this reason, anti-virus software developers generally make checking for signature-like bit strings optional and allows users to specify how conservatively to run the check (i.e., how similar the bit string must be to the signature to evoke a warning).

iA heuristic is a rule of thumb, a process that often, but not always, works.
 A monitoring heuristic, therefore, is a process for checking a system’s behavior that often, but not always, identifies virus behavior. Some things virus detection heuristics check are named in the above definitions of other virus-like behavior, checksum, and signature-like bit string. Monitoring heuristics are best used in conjunction with virus signature scanning algorithms to try to detect viruses whose signatures are not in the virus definition file.

	Virus Signs (and Locations)

jKnown-virus code is the software of a virus that has been discovered and analyzed by the developer of the anti-virus software. It will have a signature stored in the virus definition file (see below).

kRAM (random access memory) is a possible location for a virus. RAM is the main working memory of a computer. When software is executed, it is first loaded by the operating system into its own section of RAM where it actually runs. RAM empties itself instantaneously whenever its electrical supply is interrupted.

lA disk file is a possible location for a virus. It is defined as one or more bits assigned its own name and disk location by the operating system. Software is generally stored on a disk so it won’t disappear when it’s removed from RAM.

mA data transmission is a possible location for a virus. It is a stream of bits entering or leaving a computer through a data communication port such as a modem or network card. Data transmissions often consist of files being sent from one computer to another.

nA change to a file is an addition to, an edit of, or a deletion from the bits already in the file.

oA normally stable disk file is one that is not expected to change. Prime examples are the files that constitute the core of the operating system.

pUnknown-virus code is the software of a virus that has not yet been discovered and analyzed by the developer of the anti-virus software. It will not have a signature in the virus definition file (see below).

qOther virus-like system behavior is a vague term. It means anything suspicious and generally equates to mass file deletions, huge numbers of data transmissions, or unusually large RAM allocations. Of course these activities are not unique to viruses, and so distinguishing virus activity from regular system activity is hard.

	Possible Responses
rCleaning the infection means removing a virus from the infected file (or RAM area or data transmission) without compromising the file’s utility. It means returning the file to its pre-infection state. Sometimes a given file will contain multiple copies of a virus and so must be cleaned more than once to be safe; because of this, an infected file should be cleaned at least twice, until the anti-virus software pronounces it clean. Virus cleaning is always the preferred response when it is possible. When anti-virus software presents this option, it is prudent to take it.

sDeleting a file means removing the file from its storage location (RAM, disk, or data transmission). It means that the file no longer exists anywhere in the system and that no part of the file can be recovered. From an anti-virus perspective, file deletion is the preferred response when attempts to clean the file have failed. The option to delete may be presented by anti-virus software only after a failed cleaning attempt.

tQuarantining a file means moving it from its normal location to a location designated for holding virus-infected files. Quarantining a file is the preferred response when the file cannot be cleaned (which sometimes happens) but the user does not want to delete it, as when the file is a document infected with a macro virus that nevertheless contains irreplaceable information. The file is still infected and dangerous, and so users must exercise great care when dealing with it.

uLeaving a file as is means doing nothing at all to it. The anti-virus software treats the file as if it were not infected. Leaving a file as is could be appropriate if the user is confident that the file is indeed clean; this could happen if the anti-virus software is configured to aggressively apply monitoring heuristics in its system scanning. Of course, leaving an infected file as is will almost certainly lead to a spread of the virus and delivery of its payload, so this option should be used carefully. 

vHalting the system means stopping all processes immediately. Files that are being processed when a system halts are often corrupted, and data are lost. Halting the system is an extreme measure taken only when the anti-virus software detects imminent destruction of significant system assets (e.g., deletion of all files on the hard disk). If the anti-virus software (or the operating system, which can also cause a system halt) determines that halting the system is necessary, it generally will not present options to the user; rather, an austere-looking text message will explain the need to shut down the system, and then the system unceremoniously shuts down. Usually the shutdown message will give some direction as to how to recover (e.g., call a support phone number, contact a system support technician, etc.). As with the three responses described prior, this option may be useful for stopping the delivery of a virus payload, but it generally has no effect on eliminating the virus from the system.
wRolling back a change to a file means undoing the change. In the anti-virus context this is most often accomplished by replacing the changed file with a copy that was safely saved prior to the change. While a rollback presumably has the same net effect on an infected file as cleaning it, it is sometimes preferred to cleaning because it eliminates the risk that unknown virus code could be left behind. This option is often used to repair operating system files because a) their contents are stable and hence susceptible to saving a safe copy and b) they are crucial to the proper functioning of the system. Thus, it should generally be followed by restarting the system with a clean copy of the operating system and anti-virus software (e.g., usually a rescue disk, see below) and a full system scan.

xBooting from a rescue disk means starting the computer, loading the operating system, and running the anti-virus software from a removable disk (floppy, CD-ROM, Zip disk, etc.) This bypasses the normally used operating system files (e.g., those stored on the hard disk) and is appropriate when they may be infected, particularly if the system has been halted or is otherwise obviously malfunctioning. By doing this, any boot virus located in the normal boot area never has a chance to load itself into RAM and so cannot execute. Rescue disks boot and run quite slowly and so are not preferred for everyday use, but they should be created and kept on hand for use when needed. Most anti-virus software has a rescue disk creation utility.
yStopping an application means unloading it from RAM so it is no longer running. This option is generally appropriate when the system is otherwise operating correctly and only one application is misbehaving (e.g. Internet Explorer is opening windows all over the screen). This has the immediate effect of stopping the delivery of a virus payload, but it does nothing to eliminate the virus itself from the system. Thus, this option should be followed by virus-cleaning, file deletion, or some other method of eliminating the virus.

zStopping a service means shutting down a piece of the operating system. It is more extreme than stopping an application and is used if the offending application (or applications) cannot be identified or controlled. For instance, if an uncontrollable stream of email is being transmitted out of a system and the email client cannot be shut down, then the SMTP (Simple Mail Transfer Protocol) service of the operating system should be stopped. This will stop the flow of virus-laden email. Again, this is generally useful for stopping a payload delivery but not for eliminating the virus and so should be followed by appropriate virus elimination measures as described above.

aaClosing a system port means disabling the hardware used by a system service (see above). This is a last resort used if time or user expertise does not allow for stopping the application or service, and it is often done from outside the system. A common example of this is when a network server-based anti-virus package directs network hardware to reject all data transmissions from a particular system that is participating in a DoS (denial of service) attack. This effectively terminates the delivery of the virus payload, but it also completely disconnects the system from the network. As with the above two responses, closing a port does nothing to eliminate the virus and so must be followed up with appropriate virus cleaning responses.



The most popular anti-virus software packages are Norton Antivirus from Symantec Corporation (http://www.Symantec.com) and McAfee VirusScan from Network Associates (http://www.McAfee.com). A few of the many other worthy efforts are eTrust from Computer Associates (http://www3.ca.com/virusinfo/), PC-cillin and VirusWall from Trend Micro (http://www.trendmicro.com), and Kaspersky AntiVirus from Kaspersky Lab (www.Kaspersky.com). A Web search will turn up many more.


content filtering. Another way of protecting computer systems from misuse is content filtering. Content filters are software designed to admit or reject files and data transmissions based on their human meaning rather than their computational characteristics. Content filters can be installed on local workstations, on internal network servers, or on the Internet Service Provider’s systems.

Content filters are generally used to implement organizational policies on Web surfing and email use, but they can also be useful in protecting against viruses. Content filters examine files for keywords or source/destination information which they compare to two types of lists, “whitelists” of allowed keywords, sources, or destinations and “blacklists” of disallowed keywords, sources, and destinations. Thus, if a virus can be uniquely associated with a keyword, a source, or a destination, it can be blacklisted in the content filter and kept out of the system.

Three of the more popular content filters for single PCs are Cyber Patrol (http://www.CyberPatrol.com), NetNanny (http://www.NetNanny.com), and SurfControl (http://www.SurfControl.com). Two filters for organization-wide implementation are Border Manager from Novell (http://www.novell.com/bordermanager) and WebSense (http://www.WebSense.com). Three ISPs that offer content filtering as part of their service are AOL (http://www.AOL.com), MSN (http://www.MSN.com), and MStar (http://www.MStar.net). The major telecomm providers (e.g., AT&T, SBC, Qwest) also offer content filtering.

Practice Safe Computing. So far we have described ways to choose, patch, configure, and protect computer systems to minimize exposure to viruses. With these measures described, it is appropriate to discuss the anti-virus measure that is more important than everything discussed so far: user behavior. The actual practices engaged in by users can support, weaken, or completely invalidate all of the measures described so far.

As one example to make this point clear, consider the user in possession of a well protected computer who installs peer-to-peer networking software for illegally sharing copyrighted files
, turns off the computer’s firewall so fellow music sharers around the world can access it, and deactivates its anti-virus scanning and content filtering software to avoid detection by the system manager and to conserve CPU cycles. Such a user has deliberately made the computer vulnerable to virus infection.

Because of poor user choices such as these, it is necessary to specify practices, policies, and procedures to which users are bound. Some may say that these concerns are valid only in an organizational context, but we point out that every Internet-connected computer is part of the largest single organization ever created by the human race; thus, each Internet user’s behavior has a potential effect on every other Internet user, and each of us should engage in safe computing practices. With that in mind, then, recommended practices in each of the following areas are described: social engineering, passwords, backups, file downloading, email, encryption, and training. A few comments on organizational management strategy close this section.

social engineering. Social engineering is the practice of conning human users by misrepresenting a harmful act as safe, routine, expected, etc. Given several places in this paper is the warning repeated here: as much as we all would like to trust everyone who appears friendly and helpful, the world is not presently safe enough for that. If an apparently friendly and helpful person makes an inappropriate suggestion (e.g., “Let me enter your password for you” or “I’ll give you a cool little utility the IT Department doesn’t know about”), the suggestion is still inappropriate and should not be accepted; perhaps it should be reported.

passwords. Passwords are secret strings of characters used with usernames to authenticate users’ identities and allow them secure access to their computer accounts. Users should protect their systems with passwords and protect their passwords from unauthorized use because some viruses attempt to crack passwords as they attempt to replicate and activate. The following are recommended practices for maintaining effective password protection:
· Choose passwords that are easy to remember but hard to guess (and never keep the default password that came with the system). Generally speaking, passwords that are hard to guess

· are long (at least 8 characters), often multi-word “pass-phrases”;

· contain uppercase letters, lowercase letters, and numbers (also special characters such as &, * and ^ as well if the computer permits them);

· are not correctly spelled words that could be found in a dictionary (including a foreign language dictionary); and

· are not words or numbers associated with known traits of the user.

· Change the password regularly. Depending on the level of threat, the interval might be a day, a week, a month, or every few (three to six) months.

· Never share a password. System managers and other technicians have access through their own logins to all system functions needed for their job; they do not need another user’s password. People who say they are technicians and therefore need a user’s password should be regarded with suspicion.

· Conceal passwords. Certainly do not display them; if possible, do not write them down. People with multiple, ever-changing passwords to remember may have to write them down. One way to store one’s passwords with a lower risk of having them stolen is to store them in a file that is vaguely named, encrypted (see below), password-protected itself, and stored in an unlikely place (yes, there will always be that one password to memorize).

That effective password management is difficult for many computer users is evidenced by the rise of password management software. Free, online password generators abound (cf http://www.winguides.com/security/password.php), and whole password management utilities are also available (see for instance http://www.roboform.com/ or the industrial-strength I&AM at http://www.RSAsecurity.com). However, these conveniences are another point of potential system compromise, particularly any online utility that would transmit passwords unencrypted.

backups. A backup is a copy of computer files (either user-generated data only or the entire system) from which lost files are restored as needed. Even a virus activation that results in massive data destruction can be reduced to little more than a nuisance if the destroyed files are backed up. Following are recommended practices for effective backups:
· Use a convenient backup utility. Backup utilities are notorious for being hard to use. Chief among these are utilities that rely on tape media, which is slow, cumbersome, and often uses nonstandard data formats. Inconvenient utilities will be used less often than is desirable, which leaves their systems unprotected. The most convenient backup systems of which we are aware are those that automatically copy files to a network server. Next in convenience are those that allow manual copying of files to a network server. After that in convenience are removable media (e.g., CD-Rs, Zip disks) to which files can be copied. In our experience dedicated backup utilities are relatively inconvenient because they require different user behavior than normal copying; particularly inconvenient are the backup utilities bundled with Windows operating systems; inexplicably, they have never been particularly user-friendly.

· Use compression utilities as appropriate. File compression is rewriting a file into a smaller space.
 File compression is useful for backups because it can reduce the amount of media (e.g., number of disks) needed. Possibly the most popular such utility is WinZip (http://www.WinZip.com). Windows 2000 and Windows XP come bundled with a WinZip-compatible compression utility.

· Back up often. Viruses generally activate with little or no warning. Therefore, files, especially the unique files generated in the course of routine system use (e.g., databases, documents, letters, memos, reports, etc.), must be backed up often. Most security professionals recommend backing up a system once or twice per day; most users left to their own devices back up their files once or twice per month, thus leaving their data seriously exposed most of the time. This is another reason we recommend network-based automatic backup where possible. Where this is infeasible, using a system scheduler (e.g., Scheduled Tasks in Windows 2000 or Windows XP) on the local system is recommended.
 Only as a last resort would a user want to rely on personal memory to back up a system.

· Store backups in a safe place. A safe place means somewhere subject to the smallest number of risks possible and certainly not subject to the same risks as the system itself. This virtually always means storing the backup media off-site (yet another reason for network-based backups). Safe sites for storage of backups are hardened data centers (for network-based storage) and more conventional secure facilities such as bank vaults or records management companies. Disk space in hardened data centers can be leased from virtually all the major telecomm providers and computer system providers. For the private user, moving one’s office backup home or moving one’s home backup away from the computer—even copying files to more than one place on a single hard disk—are better than nothing.

· Test backups regularly. Testing a backup is simply attempting to restore one or more files from it. The time to discover that a backup is corrupted is not when trying to restore a lost file. Backup software and media are subject to the same bugs, installation problems, aging issues, etc. that plague all other computer components and so should not be trusted simply because their marketing literature says they are reliable. This is another reason to use regular system components (e.g., a copy command to a network drive) rather than dedicated backup utilities; the command and media are used regularly and so are known to be reliable.

· Use passwords and/or encryption with backups as appropriate. Most backup files can be password-protected and encrypted, and this is often desirable, for instance when storing the backup with a third party such as a telecomm provider or a bank. On the other hand, backups are accessed relatively infrequently, and so their associated passwords or decryption mechanisms are easy to forget; if this happens, the backup is useless. Thus, it is particularly important to properly manage passwords and decryption mechanisms associated with backups. Private users prone to forget their passwords might want to rely on physical security measures (e.g., a strongbox) to protect their backups.

· Do not re-infect a cleaned system from an infected backup. Restoring an infected file to a just-cleaned system can be a tremendous frustration, so virus-scanning the backup is a good idea if there is any possibility that its files could be infected. Since most virus-scanning software cannot read the file formats used by dedicated backup utilities, this becomes yet another reason for using regular system components for backups.

downloaded files. A downloaded file is one retrieved from another system over a network. Untold numbers of files are available on the Internet for download, and most are of undetermined trustworthiness. Following are practices recommended when downloading files:
· Verify a site’s trustworthiness before downloading anything from it. This is generally accomplished in one or more of three ways:

· Use the smell test. That is, a site that offers well-known, copyrighted material at no charge or for a ridiculously low charge should be suspect. The old adage, “If it looks too good to be true, it probably is,” is probably true. Also, look at the name of the file and its source. While “judging a book by its cover” is not preferred, it is sometimes the only recourse available; for instance downloading a file named Run_Me_To_Wreck_Your_PC would be foolhardy indeed.
 Finally, see if the downloaded file is the same size as the source said it would be; a substantially different size would indicate a change to the file, possibly a dangerous one.

· Look for official endorsements. Files and sites referenced in system documentation (e.g., http://www.IBM.com) can be presumed to be relatively trustworthy. Citations in reputable publications (e.g., news magazines, syndicated newspapers, the evening TV news) can raise confidence in a site. The use of an official trademark in a web address (http://www.Dell.com) is usually a sign of trustworthiness.

· See who else trusts it. That is, if a file or site is linked from ZDNet.com or Downloads.com, that is more indication of trustworthiness than simply finding it with a Google search. If a site is linked from an organization’s library web site or computer help desk web site, one’s confidence in the site might safely rise. A trusted colleague’s recommendation would presumably increase confidence as well. Digital authentication by a trusted authority (e.g., Microsoft Authenticode technology) can offer assurance that the site or file has not been altered or tampered with since being registered with the authority.
· Virus-scan any downloaded file before using it. If the receiving system has anti-virus scanning software running continuously on it, this scan will occur automatically when the download is complete. Users will never even know it happened unless a virus is found and the software asks what to do about it. Remember, however, that the scan is only as good as the virus definition file and heuristics applied, so a new virus could escape detection. In the end, if a file seems suspicious, don’t use it unless its safety can be verified.

email messages and attachments. As noted earlier in this article, email viruses are common, usually arriving as an attachment to a message. In addition to the configuration and other protection options described earlier in this article, following are practices recommended for safe treatment of email messages and their attachments:
· Never open an attachment you weren’t expecting or that has a suspicious name (e.g., two endings as described earlier) without first checking it.

· Never open an attachment from an unknown or otherwise suspicious origin without verifying its trustworthiness. For instance, look up the supposed origin on the Internet and try emailing or phoning it. A legitimate response with a reasonable explanation of the message and attachment could provide helpful information; alternatively, a nonfunctional or incorrect phone number or an undeliverable email message will confirm suspicions.

· Never forward a virus warning from an untrusted source without independently verifying its contents. As noted earlier, any one of several reputable virus hoax Web sites can be consulted to check whether a warning is legitimate or not.

encryption and decryption. Encryption is scrambling data so that it cannot be understood or used until it is unscrambled (decrypted). Users should encrypt files and data transmissions when appropriate because some virus developers eaves-drop on data transmissions or snoop in files as they attempt to launch their virus into its replication phase. The following are recommended practices for using encryption effectively:
· Use encryption facilities that rely on publicly accessible algorithms such as triple-DES
 (Data Encryption Standard) or AES (Advanced Encryption Standard). This is counter-intuitive to many people, who reason that keeping an encryption-decryption algorithm secret will keep it from study by would-be crackers. However, industry experience has made it abundantly clear that proprietary encryption-decryption schemes are generally not as rigorously tested as publicly accessible schemes and so are more easily cracked.
· Use strong encryption. Encryption and decryption algorithms use two inputs: the data to be scrambled or unscrambled and a “key,” a string of bits that defines the complexity of the process. Generally speaking, longer keys yield better encryption (better meaning harder to crack). The present state of the art generally requires 128-bit keys, but not long ago 64-bit keys were the norm. Thus, users should look for encryption-decryption facilities that use “128-bit encryption” or “strong encryption,” as it is called. Even longer key lengths, if available, will yield even more secure encryption (albeit with increased processing loads).

· Use encryption for sensitive data, which is to say that not everything need be encrypted. Encryption and decryption require CPU time and therefore slow system performance; they may also require significant human effort (e.g., entering encryption and/or decryption parameters). Such processing loads are unnecessary, even counterproductive, for files or data transmissions that contain nothing sensitive.
· Use encryption in otherwise unsecured circumstances. As above, encryption and decryption can decrease efficiency with no increase in security for files or data transmissions already adequately secured in other ways (e.g., files on a hard disk that is in a safe place and not connected to a network, data transmissions on a secure network of trusted people).
· Use encryption that intended recipient(s) can decrypt. Encryption and decryption utilities are matched sets. Not just any decryption algorithm will work with a given encryption algorithm. Thus, if a user sends someone an encrypted email message, the intended recipient must have the decryption facility that reads the message.
· Use encryption-decryption utilities. Encryption and decryption involve mathematics and programming more complex than most computer users want to deal with. For that reason, encryption-decryption utilities are the norm. Here are a few of the more popular utilities for file and/or data transmission encryption:
· PGP (Pretty Good Privacy) available free of charge from MIT at http://web.mit.edu/network/pgp.html
· RSA ClearTrust enterprise-wide Web access management software available for a large fee from RSA Security (http://www.RSAsecurity.com)
· Cisco VPN (Virtual Private Network) for encrypting and decrypting Internet data transmissions
, available for free download from a variety of Web sites (cf http://www.cisco.com/en/US/products/sw/secursw/ps2308/)

· WEP (Wired Equivalent Privacy) available with virtually any wireless access point or router but easily defeated

· WPA (Wi-Fi Protected Access) recently released upgrade for WEP, available as a software patch for virtually any wireless access point or router

· Windows file encryption utility bundled with Windows 2000 and Windows XP

· Windows VPN client bundled with Windows 2000 and Windows XP

· Possibly use public-private key encryption. For brave hearts who want to take personal control of their encryption-decryption destiny, public-private key encryption is a viable option. A characteristic of ordinary (so-called “symmetric”) encryption-decryption systems is that the key used to encrypt is also required to decrypt. While this is convenient for encryption and decryption of stationary files, it is problematic for data transmissions because the recipient must be sent the key, which for security must be encrypted with a second key, which must be encrypted with a third key, and so on ad infinitum. An ingenious way around this is public-private key encryption-decryption (for brevity’s sake often simply called public key encryption). A publicly available key (e.g, posted on a Web site) is used to encrypt transmissions to the key’s owner, but the public key is useless for decrypting. Only the owner of the public key knows the key that will decrypt, and so only the owner can decrypt messages encrypted with that public key.
 While public-private key systems have not so far become regarded as indispensable in the marketplace, many utilities are available. Two are PGP (referred to above, available free from MIT at http://web.mit.edu/network/pgp.html) and SPKI available from Thawte (owned by VeriSign) at http://www.thawte.com.

Encryption and decryption are useful for many purposes, some of them relating to anti-virus security. However, users often let email viruses, macro viruses, and other viruses penetrate encrypted systems because of successful social engineering. Thus, encryption-decryption systems are generally regarded as useful anti-virus protection only when used in conjunction with other anti-virus measures.

user awareness training. Once system use policies such as these are established, users must be informed of them and persuaded to use them. System technicians and development professionals must also be trained to play their roles appropriately. Training sessions certainly contain “how-to” information for using anti-virus technology, but they should also be a vehicle for clearly communicating institutional commitment to safe computing practices. Some organizations go as far as having their members sign a statement that they understand the standard of safe computing to be upheld as well as the penalties for departing from it. Nor can such training be done once and forgotten: circumstances change, people forget. Training must be regularly updated and repeated.

organizational management strategy. Computer user practices that can inhibit the spread of viruses, then, are social engineering, passwords, backups, file downloading, careful email use, encryption, and training. While some aspects of each of these topics are technical, each is primarily behavioral; the point of this section has been to describe how user practices can enhance or diminish the effectiveness of other available anti-virus techniques. The end of this section is to point out the importance of managing all this in an integrated fashion. Thus, top management must state early and often a firm commitment to safe computing. There must be a systems security steering committee at the top management level (probably as part of the information system steering committee chaired by the CIO). There must be staff with responsibility for security in each part of the organization, and every individual computer user must commit to safe computing practices. Thus, to be successful the anti-virus effort must be integrated into the wider systems security plan.
Discovery, Assimilation, Eradication Countermeasures 

The phases of discovery, assimilation, and eradication are when the virus is known. Thus, many of the same measures applied in earlier stages apply here as well. In these final phases, anti-virus scanning and system recovery are particularly important to apply.

Anti-virus Scanning. Everything written above about anti-virus scanning in earlier phases of the virus life cycle applies in the discovery, assimilation, and eradication phases as well. Actually, it is during these last phases that the virus definitions used in earlier phases are developed and virus definition files are updated. For this reason, obtaining a current virus definition file becomes more important in these end phases. Once discovered and assimilated, a virus is known and recognizable. Its signature, added to the virus definition file, should be downloaded to individual systems so they will be protected against the new virus. It is also important at this point to do a full system scan to see if the system contracted the virus before the definition file was updated.

System Recovery. System recovery is repairing all damage done to a system and restoring it to a fully functional and uninfected state. This always involves virus scanning and cleaning as described earlier in this article. However, most viruses will have activated by the time they are discovered, meaning that infected systems’ functioning will be seriously compromised in one way or another. Many, possibly most, parts of the system will often be compromised, not just an infected file or two. To recover a seriously compromised system, the following steps are generally necessary:
1. Prevent contact between the infected system and any other systems to prevent the virus from spreading. This generally means not sharing removable media (i.e., disks of any kind) and disabling any network connections the infected machine uses.
2. Back up all user data files to a safe place.

3. Make a list of all software that is (legitimately) on the system. Locate installation media for all the software on the list, including patches and maintenance updates. Note that knowing the Web site will not suffice for this; installation files must be obtained on removable media (CD-Rs, CD-ROMs, etc.) that can be used without a network connection.
4. Scan and clean the backed up user data files. Delete the ones that cannot be cleaned. Make a list of which user data files were deleted.
5. “Wipe” the system’s hard disk drive (or wherever the operating system is stored). Delete everything on the disk; make it as blank as the day it was first formatted.
6. Reinstall the operating system with all related patches and maintenance updates.
7. Reinstall all application software with all patches and maintenance updates. This includes anti-virus software (probably updated from what was on the system previously).
8. Configure the operating system and applications for appropriate functionality and virus control.

9. Re-enable network connections, and monitor the functioning of the system long enough to assure that it is indeed immune to further virus attacks.

10. Restore the scanned and cleaned user data files.

11. From a prior backup, restore copies of all available user data files that had to be deleted in step 4.

12. Return the system to its user with appropriate sympathy, instruction, and discussion to assure that the system will remain as effectively protected as possible. If a user error that led to the infection can be identified, discuss the error and establish proper procedures so the error will not recur.

13. Check with the user periodically thereafter to see that the system is functioning appropriately.

Two observations on this process are appropriate: First, it is very involved, so users who might not be motivated to cooperate with anti-virus efforts can sometimes be persuaded by a look at this process. Second, there is no hint of revenge in this; “counter-hacking,” “retaliatory responses,” and any other attempts at revenge not only waste time and attract additional attacks, they also expose the perpetrators to civil or criminal liability, and they threaten public relations mayhem for organizations.
Conclusion

Viruses and anti-virus technology have both developed much since their inception in the 1980’s. The holy grail of an “immune system” for computers so no virus, past, present, or future, can hurt it, is still a dream. However, progress has been made. Until the immune system arrives, we close with a summary of measures described in this paper, a sort of anti-virus checklist:
	I. Virus Control as Part of a Comprehensive Security Strategy

A. Personnel Security Measures

B. Procedural Security Measures

C. Physical Security Measures

D. Technical Security Measures

II. Countermeasures for Each Step of the Virus Life Cycle

A. Creation Countermeasures

1. Education

a. Potential victims
b. Potential developers

2. Legislation

B. Replication and Activation Countermeasures

1. Choose a Less Vulnerable System

a. Operating Systems
b. Application Software
c. Internet Service Providers

1. Patch/Update the System

2. Configure the System to Reduce Vulnerability

a. Display Complete File Names
b. Disable Unneeded System Services

	c. Set Security Policies
d. Disable Automatic Script Execution
e. Disable Automatic Global Template Changes

2. Protect the System from Attack

a. Firewalls
b. Anti-Virus Scanning Software
c. Content Filtering

3. Practice Safe Computing

a. Social Engineering
b. Passwords
c. Backups
d. Downloads
e. Email Messages and Attachments
f. Encryption and decryption
g. User Awareness Training
h. Organizational Management Strategy

C. Discovery, Assimilation, Eradication Countermeasures 

1. Anti-virus Scanning
2. System Recovery
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� Title 18 is the US Criminal Code, and many parts of it deal with computer crimes. It was first amended to include computers by the Computer Fraud and Abuse Act of 1984 and has been amended several times since by other computer crime legislation. Some recently enacted computer-related laws implemented in Title 18 are the Prosecutorial Remedies and Tools Against the Exploitation of Children Today Act (PROTECT Act), the Homeland Security Act of 2002, the Cyber Security Enhancement Act of 2002, and the USA Patriot Act.


� It is interesting that most viruses are released via dial-up connections to make their source hard to trace.


� Remember that almost all computer viruses, once released, target system types rather than individual users. Thus, the oft-repeated “I’m safe because I’m no one important; why would anyone want to hurt me?” amounts to superstition as useless as a rabbit’s foot.


� Heuristics stand in contrast to algorithms, which are processes guaranteed to yield a given result. For example, counting every person in a crowd is an algorithm for determining its population. On the other hand, counting the number of people in one area of the crowd and then multiplying that by the number of areas the crowd occupies is a heuristic approach to determining the crowd’s population because, while the result will likely be close to the actual population, variation in the number of people occupying the areas in the crowd will likely cause the result to be less than completely accurate. Heuristics are preferred to algorithms when the algorithm is unknown or when it is impractical or impossible to apply.


� An example of exercising great care would be opening a quarantined Word document in a simple text editor such as the Windows Notepad so that Word’s macro language is not available to execute the virus; to be sure, the document will be all but unintelligible, but perhaps the crucial contents can be copied out. A riskier approach in the same vein would be to run Word, turn off all macro processing, open the infected document, save it in plain text format (which strips out everything but the ASCII text), and then delete the infected document; this approach is risky because of the dire results if it is done incorrectly.


� It is estimated that almost half the files posted on the KaZaA file-sharing network contain viruses.


� File compression and file encryption are not interchangeable. Although compression does change a file’s internal format, it uses unprotected algorithms and so is useless for keeping out prying eyes. On the other hand, file encryption does nothing to shrink the size of a file and so is useless for compression.





� To use a task scheduler, there must be a task—i.e., a file of some sort—to schedule. For example, to schedule a backup of a Windows folder named c:\documents, one would create a batch text file (named backup.bat for example) containing the command COPY C:\DOCUMENTS\*.* D: /S where D: is the destination of the backup file (e.g., a CD-R) and /S directs Windows to copy all subfolders within the DOCUMENTS folder. More sophisticated and selective variants of this can be learned by reading about batch commands in Windows Help.


� And yet we know of instances where this very thing has happened, with predictable results.


� However, it is imperative to note typographical errors such as www.De1l.com (the first l in Dell is actually the number 1).


� DES (without the “triple”) is obsolete and does not provide adequate protection for most purposes.


� Note that Cisco software will work only on networks implemented with Cisco hardware.


� It is true that any public key is mathematically related to its private key. However, deriving a private key from its public key involves discovering the prime factors for huge non-prime numbers. Using the current state of the art, a typical public key would require an average of 1010 years of continuous processing to derive its private key.





